
▶Risk Management System

Risk Management Committee

Collaboration

Chairman: Director in charge of risk 
management

Members: 28 risk managers

Secretariat: Risk Management Office

Risk Management Basic Policies

Within the framework of the Sumitomo Wiring Systems Group Basic Principles, the Risk 

Management Basic Policies clearly stipulate corporate policies that require us to give priority 

to human life; to strive to improve quality, secure safety and ensure a stable supply of 

products; and to maintain good relationships with stakeholders, including customers and local 

communities. 

We have identified five major areas (Promotion System Management; Risk Communication; 

Preventive Risk Management; Crisis Management; Overseas Safety Measures) where we will 

make comprehensive efforts under our corporate risk management system.

Risk Management System
We established the Risk Management Promotion Committee under the Risk 

Management Committee, with the Risk Management Office as its secretariat. Also, 

we assigned risk managers to each division and domestic manufacturing subsidiaries 

and risk management staff to each department to promote risk management efforts. In 

addition to daily risk management activities, these designated staff also work together to 

address crisis situations.

In fiscal 2017, we conducted a risk inventory throughout the Group with the 

cooperation of each risk manager and formulated risk countermeasures, including 

a BCP* for high-priority risks. We will strengthen our risk management by regularly 

conducting risk inventories, reviewing the BCP and implementing ongoing measures to 

address high-priority risks.

Analysis and Countermeasures for Global Risks
Sumitomo Wiring Systems operates businesses in more than 30 countries around 

the world, which exposes the company to natural disasters such as earthquakes 

and typhoons, political risks such as social instability, labor risks such as compliance 

violations and other types of risks that require our careful consideration of several 

scenarios and countermeasures on a global level.

We will continue to conduct risk inventories to identify the risks that overseas 

* Business Continuity Plan: An action plan that includes measures to minimize impact on key operations based on the 
assumption of the occurrence of an unforeseen event such as a natural disaster or an accident and to promptly restore 
or resume operations should such an event disrupt the continuation of business.

Efforts to Strengthen Risk Management

The Sumitomo Wiring Systems Group has been taking action to mitigate the various risks that underlie our 

business operations such by establishing the Risk Management Committee to oversee risk management 

activities.

As the globalization of our business operations continues, we are increasingly exposed to a variety of risks, 

including disasters, accidents and political instability in different countries. In April 2017, we established the 

Risk Management Office to strengthen our global management system. The office conducts a Group-wide risk 

inventory to comprehensively understand the risks we face and prioritizes implementation of countermeasures 

for highly material risks.

GLOBAL MESSAGE
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We are strengthening our internal Group system to build a robust organization founded on 
all-inclusive risk management.

Developing, Strengthening and 
Promoting the Risk Management System

13 SWS CSR Report 2018

Relevant SDGs



▶ Production Control System

▶ Information Security System

Reporting accident 
results and preventive 
measures

Divisions and affiliates

Information Security
Committee

Risk
Management
Committee

Compliance
Committee

Reporting
results

Primary accident 
report

Reporting Instruction

Business
system CSIRT

Production
equipment CSIRT

Product
CSIRT

CSIRT

Head of the Information
System Division

BCP collaborative exercise

※ インシデント＝事件・事故

On behalf of SEWS I lead global supply chain and 
risk management efforts spanning manufacturing 
operations in the USA, Canada, Mexico, Japan, 
China, and multiple Asean nations.
As a SEWS employee of 17 years, I have led 
activities related to infrastructure, communication 
and systematization improvement, targeting 
customer forecasting, change-point analysis, 
planning lead-time reduction, on-time delivery, and 
waste and expense reduction.
This year, I am thankful to have been given the 
opportunity to lead and support skilled business 
unit leaders and knowledgeable department-level 
process owners across the organization as we 
work hard to implement SEWS’s BCP at more than 
30 locations across the USA, Canada and Mexico.

Business Continuity 
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subsidiaries face, assess the risks of each country and region, and develop and 

implement risk countermeasures. 

In addition to the prompt sharing of information on apparent risks and 

implementation of countermeasures, we strive to prevent risks by regularly deploying 

risk-related information to relevant personnel. In our wiring harness business, we 

endeavor to ensure continuity of production and supply even in times of crisis. For 

example, if production is suspended at some of our overseas plants, the production 

control center in Japan directs the disrupted production to be carried out at other 

locations. 

To further strengthen risk management across the Group, we will work toward 

developing a system to meet customer requests with due consideration of the specific 

situations of our overseas subsidiaries.

Initiatives in Fiscal 2017
To increase the resilience of the entire SWS Group to risks, we are developing and 

reviewing our BCP and strengthening our internal systems so that each department can 

act promptly and in collaboration in the event of an emergency.

● BCP

We have established a BCP that is periodically reviewed to sustain key operations, 

even in the event of a crisis such as a major earthquake or outbreak of a new influenza. 

We have also implemented additional actions, including the conducting of evacuation/

disaster drills assuming a major Nankai Trough earthquake and the compilation and 

distribution of a tsunami evacuation manual for employees.

In fiscal 2017, we continued to reconsider the action plan for the stage of 

preparation for restoration and to upgrade and ensure consistency of the BCP by 

encouraging collaboration among Group companies and departments. During the 

periodic disaster map exercises, we verified the effectiveness of our action plan by 

comparing the assumed situation and existing BCP and created a BCP for each plant 

to unify the initial response and information collection system and improve the disaster 

response structure of each plant to ensure the restoration of business operations. 

Applying these efforts to each plant will further strengthen the company’s 

disaster response system. In terms of the physical aspect, we have developed a 

corporate intranet through which we can share disaster information and a system that 

automatically transmits disaster alert notifications to mobile phone email addresses. In 

parallel with these efforts, we surveyed and interviewed our suppliers to identify those 

that exert a significant impact on our production and supply. Also, we strengthened 

emergency countermeasures to enhance risk management capabilities across the entire 

supply chain.

● Information Security Measures

We recognize the importance of proper protection and management of information 

assets in our operations and have the Standards for Information Security 

Countermeasure, which defines our organization and information management 

methods for ensuring security information based on our stance stated in the Information 

Security Policy.

We have strengthened our system by setting up a computer security incident 

response team (CSIRT) that can quickly understand and deal with information security-

related incidents. We have also established a system to quickly execute surveys, 

analysis and countermeasures, starting from the point of contact of the Information 

Security Committee if an incident occurs. In fiscal 2017, we strengthened our global 

system, collected and analyzed information and created an incident response flowchart 

so that we could promptly conduct the initial response to incidents that can occur at 

any time.
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